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Abstract: In recent years, face recognition and other biometric recognition technologies have been increasingly ap-

pearing in social life. The interconnection of intelligent terminals in the Internet of things (IoT) has made it possible

to collect biometrics on a large scale anytime and anywhere, which has also brought new challenges to the privacy

protection of massive data. Compared with general computing devices, [oT terminal equipment has been becoming

smaller and lighter, making it difficult to support the complex operations required by standard cryptography. The

widespread use of biometric recognition has intensified social concerns about personal privacy disclosure. To ad-

dress these problems, a lightweight secure transmission mechanism for large-scale biometric images (LightLSB)

was proposed. The existing visual cryptography algorithm was reused, and the quality of decrypted images was

gradually improved during preprocessing and post-processing. By dividing sensitive biometric images into multiple

shares unrelated to the original image, the secure transmission of large-scale biometric images was realized in un-

trusted networks. Experiments were carried out on three typical biometric datasets, and the results showed that the

proposed framework could achieve the same recognition performance on encrypted datasets as on ordinary datasets.

Keywords: IoT, privacy protection, visual cryptography, image security
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Table 5 The recognition performance of the model
under different VC encryption methods

vCS HERf R i FENEES F1
VCS-1 0.918 0.941 0.889 0.907
VCS-2 0.930 0.959 0.896 0.919
Prob-VCS 0.942 0.966 0.917 0.935
RG-VCS 0.936 0.949 0.914 0.925
KRILTT % 0.952 0.970 0.936 0.948

VCS-1 M1 VCS-2 435l 4 5 F0 2 5 1 RT3
J&, Prob-VCSPMEH T 84340 1%, g By
TEMS BB D, B EREE . SR, A
JiAS R bR R I A A
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Table 4 Performance evaluation of different backbone networks for recognition and decryption of images

— R 46 E A e ta RG-VCS AICTTik
WHZ K ARZE F1OAER BE JARIE F1OERER B GRE F1 #ERE BE JEE Fl
MobileNetV2 094 094 094 093 092 091 093 092 084 08 081 084 08 090 0.89 0.89
VGG19 093 092 095 093 091 093 089 091 085 088 081 083 087 089 085 0.87
ResNet18 094 094 094 094 091 091 09 091 083 08 077 081 090 091 0.88 089
ResNet50 097 097 097 097 096 097 095 096 092 092 094 093 092 091 092 091
Inception_v3 096 096 063 096 096 097 095 096 092 092 092 092 095 095 095 095
EffinetNet b3 098 091 089 089 097 094 091 092 095 090 085 086 08 087 0.82 084
EfficientNetV2 M 0.98 098 096 097 097 099 096 097 094 095 091 092 097 098 0.96 097
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Figure 7 Image quality evaluation indexes of different methods
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Table 6 Comparison of features of different VCS
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Table 7 Quality evaluation results of palmprint
dataset and iris dataset

AR WiEfiH  PSNR - SSIM  LPIPS DISTS
CASIA- SAD 1004 0456 0456  0.360
PalmprintVl k3 DCNN 1641 0479 0436 0.324
CASIA- SAD 1048 0376 0555 0.375
Iris-Syn K5y DCNN 1297 0456 0505  0.349
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Figure 9 Effects of fingerprint images on encryption and decryption
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Table 8 The relationship between image encryption/decryption processing time and
the spatial occupancy prior to encryption

RSA Kb#EET H]/ms 3DES 4L B 8] /ms

AES BN [8)/ms A ST AL BRIN (8] /ms s A1 25 18] o5 /KB

RPN —
ik it ik fift n it kS g e R e

Airplane 645.11 1576.13 2.02 1.91 0.18 0.20 1.48 0.02 40.34 7.26
Baboon 1020.05 1577.07 2.01 1.82 0.21 0.19 2.99 0.03 52.62 6.27
Barbara 746.45 1568.05 2.01 1.83 0.18 0.20 1.43 0.02 4371 5.94

Boats 1199.09 1555.26 2.05 1.82 0.18 0.19 1.46 0.02 40.42 5.98
Butterfly 777.38 1544.85 2.00 1.82 0.20 0.20 1.46 0.03 43.73 6.19
House 1760.49 1581.50 2.01 1.86 0.19 0.19 1.47 0.02 34.55 6.31
Peppers 746.43 1615.39 2.05 1.86 0.19 0.20 1.63 0.02 39.48 6.20
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Figure 10  Pixel statistical characteristics
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Table 9 The effect of image quality improvement on
recognition performance

Fik HEMR KE HJRE Fl
ALVCS 0.952 0.970 0.936 0.948
AL VCS+SAD 0.962 0.975 0.947 0.958
3 VCS+BF 0.969 0.981 0.957 0.966
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